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HYPOTHESIS

THE WORLDS OF DIGITAL ASSETS AND TRADITIONAL FINANCIAL ASSETS WILL 
CONVERGE (ARE CONVERGING)

APPLYING THE HIGHEST INSTITUTIONAL STANDARDS IS REQUIRED TO FOSTER 
TRUST AND ACCELERATE ADOPTION



TAURUS GROUP © 2018 CONFIDENTIAL 3

BUILDING AN INSTITUTIONAL-GRADE PLATFORM

TRADE PROTECTINVEST

* Target date pending necessary regulatory approvals
Source: team analysis

Advisory in digital assets 
& blockchain investing

Digital asset research incl. 
technology assessment

Structured products / 
collective investment schemes

Securitization / tokenization of 
assets

High-security cold storage 
vault for digital assets

Digital asset trading
platform and services
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AGENDA

1. Basic Concepts

2. Digital Assets Market

3. Digital Assets Custody

4. Outlook
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1. DIGITAL ASSETS

Digital Assets are currencies, assets, 
tokens, securities, contracts or rights, 

booked on a decentralized ledger 
such as blockchain

=
Blockchain-based assets
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1. DIGITAL ASSETS ARE STORED IN THE BLOCKCHAIN. 
PRIVATE KEYS ARE STORED OUTSIDE

Public Key

● SECRET

● STORED WITH 
USERS. OUTSIDE 
THE BLOCKCHAIN

● SIGN 
TRANSACTIONS

● LOSING THEM = 
LOSING ACCESS TO 
YOUR FUNDS

Address

● PUBLIC

● DERIVED FROM 
PRIVATE KEY

● USED TO 
GENERATE 
ADDRESSES

Private Key

Ledger

6

Wallet
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2. DIGITAL ASSET MARKET OVERVIEW: SOME FIGURES

1 situation as of 31.10.2018
Source: coinmarketcap, team analysis

>2085 
digital assets

USD 203b
market capitalization

54%
Bitcoin dominance

USD 12b
average daily trading volume

731
ICOs ytd

USD 18+b
raised via ICOs ytd
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2. INSTITUTIONALS ENTERING THE MARKET

Source: Internet, team analysis
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2. SWISS BANKS HAVE BEEN VERY ACTIVE THIS SUMMER
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3. WHAT TYPES OF CLIENTS DO (SWISS) BANKS FACE? 
WHAT TYPES OF ACTIVITIES DO THEY OFFER?

Source: team analysis

Private clients

Asset mgmt. / 
investment 

banking

Investors
(e.g., crypto rich)

Issuers 
(e.g., ICO firms)

Funds

Certificates

Client types

A

C

A1

B1
Corporate 

clients
Merchants

B

B2

C1

C2 Custody

Activities

Digital 
assets

Transacti
ons

Advice, 
Funds

Cash 
conversion

X-O

Managed
Advised

Today Soon
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3. SECURITY STILL A MAJOR ISSUE

Feb, 2018

-$187m

Jun, 2018

-$40m
Jan. 2018

-$500m

Aug, 2017

Aug. 2016

-$77m

Jan. 2015 + Jan. 2016

-$22m
Feb. 2014

-$460m -$3m

20182017201620152014

Note: non-exhaustive list used for illustration purpose 
Source: Internet, https://coiniq.com/cryptocurrency-exchange-hacks/, team analysis

Jun. 2018

-$72m
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3. MAIN SECURITY RISK: LOSS OF FUNDS

Lessons: cryptocurrency custodians need:
● Technology components with solid security features
● Real-time monitoring features (intrusion detection, anomaly detection)
● Access control, processes, employees training, legal framework

Exchange USD m Loss (time of incident) Main causeYear
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3. DIGITAL ASSETS CUSTODY

Digital Assets Custody
=

Protection and Custody of your 
“private keys”
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3. MANAGING DIGITAL ASSETS’ CUSTODY: 
THE SECURITY / COST TRADE-OFF
Security / investor protection

Cost

Bank custodian

Non-bank custodian

14

Hardware wallet

Software wallet

 Private key storage technology: 
 Cold vs. hot?
 Paper vs. software vs. hardware?
 Security standard: FIPS level 2, FIPS level 3?
 Location: Swiss vs. foreign? data center security level?

 Control of the private keys: myself, corporation, bank, shared?
 Guarantees/liabilities in case of loss/theft
 Ease of use/scalability

Enterprise vault

Source: Taurus analysis
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3. HOW TO STORE DIGITAL ASSETS: EXAMPLE TAURUS PROTECT

Source: team analysis
15

Functionalities

● Secure connexions with the external world
● Wallets fully segregated

Integration in banking systems
● Governance processes and business rules enforced in the HSM 

(FINMA 3-lines of defense)
● Full reconciliation and integration with core banking systems

Security
● Defense in-depth mechanism
● Isolation between core service and internet-connected node
● Strong emphasis on defense in depth
● FIPS level 3 certified HSM
● On-premise infrastructure

…
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4. CONCLUSION

16

1. Custody: critical piece to increase TRUST

2. Mastering custody: open doors to ALL activities 
a. Deposit protection
b. Transactions
c. Product structuring

3. Natural home: BANKS
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Taurus Group SA
11 rue d’Italie
1204 Geneva
Switzerland

https://www.taurusgroup.ch
contact@taurusgroup.ch
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LEADERSHIP TEAM: COVERING THE FULL VALUE CHAIN (DETAILS IN APPENDIX)

▪ 18 years of work experience at Brevan 
Howard, Syz Group, Lombard Odier, 
McKinsey and 3Com in the Silicon Valley

▪ MSc. Communication Systems Engineering 
EPFL, MBA INSEAD, CFA

▪ C-level experience (ExCo member, COO) 
and Board Member of several regulated 
entities in Switzerland, Europe and Asia

▪ Strong expertise in asset management, IT, 
business building and transformation

▪ 15 years of work experience at Lombard 
Odier, McKinsey, IBM Research

▪ MSc Communication Systems Engineering 
EPFL, MBA INSEAD, CFA

▪ Deputy COO and Chief Digital Officer of 
Lombard Odier

▪ Board Member of Swiss Fintech 
Innovations, Member of the Swiss Bankers 
Association Fintech Experts Commission

▪ Strong expertise in Fintech, digitization, 
transformation, and product development

▪ 8 years of work experience in Security 
departments

▪ PhD Cryptography EPFL
▪ World renowned Cybersecurity & 

Cryptography expert
▪ Strong expertise in cryptography and 

cybersecurity; working with governments, 
defense, blockchain protocols

▪ Author of cryptography book

▪ 17 years of work experience at Law Firm 
(Partner of Junod, Muhlstein, Lévy & Puder), 
FINMA (Head Suisse Romande Asset 
Management Division), Lombard Odier

▪ Lic. iur. UniGe ; LL.M. in Securities and 
Financial Regulation, Georgetown University 
(Washington DC)

▪ Chairman of the Board of a Hedge Fund; 
Board Member Private Equity firm

▪ Strong expertise in Banking/Financial law 
and prudential regulation

Financial services regulation

Banking, Asset Management, Trading

Platform and product development

Information security

Blockchain

Oren-Olivier Puder Sébastien Dessimoz Lamine Brahimi Dr. Jean-Philippe Aumasson
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Prof. Bryan Ford Dr. Dimitri Nedospasov Stéphane Rey Thomas Roth
▪ Head of the Swiss Federal Institute of 

Technology in Lausanne (EPFL) 
Decentralized/Distributed Systems 
(DEDIS) research group 

▪ Expertise in building secure 
decentralized systems, touching on 
topics including private and 
anonymous communication, scalable 
decentralized systems, blockchain 
technology, Internet architecture, 
and operating systems

▪ Ph.D. at MIT, ex-faculty member of 
Yale University

▪ Grants from NSF, DARPA, and ONR, 
including the NSF CAREER award

▪ Has served as a member of the 
DARPA Information Science and 
Technology (ISAT) study group, and 
is an advisory board member of the 
Swiss FinTech Innovations association

▪ Hardware hacker, hardware design 
engineer, security researcher, 
trainer, speaker and reverse-
engineerer

▪ Member of the world’s oldest 
hacker club, the German Chaos 
Computer Club or CCC

▪ Renowned for his hardware reverse-
engineering techniques and his 
unique hybrid hardware/software 
analysis workflow

▪ Experienced in analyzing anything 
ranging from electronics and 
embedded protocols to integrated 
circuits at a gate and transistor level

▪ PhD (Dr-Ing.) in IC Security at TU 
Berlin

▪ Chief Technology Officer of Lombard Odier 
Investment Managers (LOIM) and co-Chief 
Digital Officer of the Lombard Odier Group

▪ Driver of technology innovation at Lombard 
Odier and pushed the first blockchain-
based transaction of the Group

▪ Chairman of the cybersecurity committee 
of LOIM

▪ Recognized as Top CIO 2017 in Switzerland 
during the 6th Confare Swiss CIO & IT 
Manager Summit in Zurich

▪ Board member of the Swiss Fintech 
Innovations association

▪ Previously Partner at McKinsey & Company 
Business Technology Office, where he 
focused on serving financial institutions and 
telecommunication companies

▪ Bachelor degree in Business Administration 
and a Master in Information Technology

▪ Security researcher from Germany
▪ Has published consistently since 

the age of 19 independent security 
research on topics like embedded 
hardware, secure communication, 
payment systems and the 
(industrial) internet of things.

▪ Has gained global recognition in 
the security industry and regularly 
speaks at some of the biggest 
security conferences in the world

▪ Made it twice on the Forbes 30 
under 30 list for his contributions in 
technology and, in 2018

▪ Awarded the Young Engineer of 
the Year award by the Critical 
Communications Association

TOP QUALITY SECURITY AND TECHNOLOGY ADVISORS
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1. Oren-Olivier Puder

Oren-Olivier Puder is a co-founder of TAURUS Group SA and chairman of the Board. 

Oren is a lawyer by training and a Partner at Junod, Muhlstein, Levy & Puder law firm. He worked for a number of 
years in Bern with the Swiss Financial Market Supervisory Authority (FINMA), including particularly as head of the 
investment funds department for French-speaking Switzerland. He also acted as legal adviser to the president of 
the Swiss Bankers Association.

Oren advises Swiss and international clients particularly on banking and financial law, corporate law and contract 
law. More particularly, he assists financial institutions (banks, securities dealers, fund management companies, 
asset managers of investment funds and pension funds, independent asset managers) and represents them 
before the regulatory authorities and the courts. He is a financial services expert and specialises in the 
establishment of collective investment vehicles (transferable securities funds, alternative funds, real estate funds). 
He is a regular speaker at seminars on banking and financial law. 
Oren is also the chairman of one of the largest hedge fund in Europe and member of the board of an independent 
Private Equity firm. 
Oren is a graduate of the University of Geneva (law degree) and of Georgetown University, Washington D.C. 
(Master of Laws/LL.M). He was admitted to the Geneva Bar in 2003.
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2. Sébastien Dessimoz

Sébastien Dessimoz, CFA is a co-founder and Managing Partner of TAURUS Group SA. 

He previously held several C-level executive and board level positions for leading asset management firms, with 
strong expertise in product development, trading, IT, business development and transformation. He worked 5 
years at Syz Asset Management as Chief Operating Officer, Member of the Executive Committee and Board 
Member of several regulated entities. Previously, Sébastien spent 3 years at Brevan Howard, the biggest 
European hedge fund, as Managing Director and head of the Swiss office. Sébastien Dessimoz also worked at 
Lombard Odier, notably as Head of Hedge Fund business development and investment manager. Sébastien spent 
5 years as a senior management consultant at McKinsey & Company. Sébastien started his career as an engineer 
in the Silicon Valley for 3Com Corporation.

Sébastien holds a MSc in Communication Systems Engineering from EPFL and MBA from INSEAD. Sébastien is 
also CFA charter holder.
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3. Lamine Brahimi

Lamine Brahimi, CFA is a co-founder and Managing Partner of TAURUS Group SA. Prior to co-founding TAURUS 
Group SA, Lamine was previously Deputy-COO, Chief Digital Officer of Lombard Odier’s wealth management unit 
as well as General Secretary of the Group.

In his capacity as Chief Digital Officer, he spearheaded the design and development of Lombard Odier’s wealth 
management digital strategy leading to several critically acclaimed platforms in particular in relation to investment 
advisory. He also pushed the first real blockchain prototype to be tested in a private bank (clearing and 
settlements of structured products with the Swiss Stock Exchange and Swiss Fintech Innovations). Between 2016 
and 2018, he represented the Swiss Private Banks at the Fintech Commission of the Swiss Bankers Association 
and was a founding member and Board member of Swiss Fintech Innovations. He is a regular speaker at swiss 
and international seminars on innovation, fintech, and digitalisation. He started his career as a management 
consultant at McKinsey & Company where he advised financial services companies, industrial companies and 
governments on strategic, financial, and operational issues.

Lamine holds an MSc in Communication Systems Engineering from EPFL, an MBA with distinction from INSEAD, 
and is also CFA charterholder.
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4. Dr. Jean-Philippe Aumasson

Jean-Philippe (JP) Aumasson is an expert in cryptography and member of Taurus Executive Committee.

JP wrote the books Serious Cryptography (No Starch Press, 2017) and The Hash Function BLAKE (Springer, 
2015), and designed the widely used algorithms BLAKE2 and SipHash.
He has performed numerous security assessments for blockchain and cryptocurrency technologies, and has 
worked for leading organizations such as IOHK, Waves, or ZCash.

He has spoken at leading information security conferences such Black Hat, DEFCON, RSA, CCC, Infiltrate, and 
Troopers about applied cryptography, quantum computing, and platform security. 
He holds a PhD in Cryptography from EPFL (2009) and has previously worked for 8 years in applied cryptography, 
security architecture, and cybersecurity within the Kudelski Group


